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The

Knouwuns

& Knouwun—-kKnouns

* tThings you know exist and you already
checked

& Known—unknouwuns

* tThings vyou know existT but you haven't
checked yet

& Unknovn—unknowns

& things you don't know exis+t or are not
aware they are i1mportant



The Knouuns examples

* Knowvwn—-kKnouns

* CPU usage 1s 107%
& Known—unknowns

¢« Have’' T checked packages latency uyet
* Unknown—unknowns

*2DoNn" T know device interrupts could be
heavy CPU consumers, thereftore
haven'" T checked 11T yet
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50 seconds perfformance
analysis

+uptime

+dmesg | Tail
*svymstat 1

+mpstat —-P ALL 1
*pi1dstat 1
#1ostat —xx 1

* free —m

*sar —n DEV 1

#sar —n TCP,ETCP 1

&+ top

https: A medium. com-"-netfAix—techblog.”linux—per formance—analysis—-in—-60—000-milliseconds—acccl0403ca5S






Observabiliiy

"1T's a measure of how well
internal states of a system can
be infTerred fTrom knowledge ofT
i1ts external outputs. So 1n
contrast to monitoring which i1s
something we actually do,
observability {(as a noun}, 15
more a property of a sustem. ™

https: ““thenewstack. io"monitoring—-and—-observability—whats—the—-difference—-and—whuy—does—-it-matter.”



3\\ Charity Majors

Following
@mipsytipsy

In summation, your cheat sheet:

Monitoring — known unknowns,
metrics, dashboards, alerting,
operations

Observability — unknown unknowns,
events, exploration/iteration,
instrumentation, development

YW, | accept payment in single malt
form.

6:00 PM - 14 Feb 2018 from




I¥ high-level metTrics
aren’" T enough, drill-
doun tThe offending

resaource




Draill—down analysis

& Generates a lot of data
#Hard 1o consume

& Aggregate and-or hlter data
for better visualiration
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FlameGraphs
visualirzation Tools

¢ brendangregg. F lameGaraph
* HetAix-"Alamescope

#nPpm i1nstall fAamegraph

« Chrome Devliools

*eatCc..,



WHhat aboutT sampling??

2 Linux pertT
d RFuntime specihc prohlers

*For example: V& CpuProhnler



FlameGraphs: not only
Tfor CPU Time

e Cyc—les per Instruction (CPID)
2 0FF—CPU +time

dWlarting for I-0, muteix
lock, et1cC.

0FfF—HWake Time

& Memory usage



FlameGraphs

*CPU +t1ime
= CPT
*0FfFfF—CPU time

& Wakeup Time

*0FfFFfF—Hake

& Memory usage

Wasn'T possible or
practical before



Berkeley PackeT Filter

dKernel—space Virtual Machine
e Varsatile
*Perftformant

*5Safte



BPF: what 15 11T used
Tor?

"Crarxry stTutTt”™

Alexeili Starovoitowv,
Facebook



BPF: Verscatile

ZWrite Kernel—space programs
without touching Kermnel code



BPFF: Perftormance

251imple assembly i1nstruction
ST

dlUsually maps 1-1 1To x64
dHuns 1n Kernel—-—space

eValidator guarantees BPF
Program simplicity



BPF: Satety

*Validator guarantees:
*0nly read from i1nitialirzred memory
# Including offsets 1n some Ccases
*Mo direct memory access outside the VM
*Mo loops, max instructions, etcCc.
*MHo destructive operations

*For example: can't kill a process Trom
a BPF program
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HHYSE

PROJECT

The ID Visor Project 1 an open
source project and a community oFf
developers 1To accelerate the
innovation, development, and
sharing ot virtualized 1n kernel I0
seryices Tor tracing, analytics
monitoring, security and networking
functions.

§"é ubuntu®

Supported by Canonical
HUAWEI PP g

facebook.

NETRONGME

SUSE vimware



BPFF Compiler Collection:
B

X

https: A "girthub. com-"1ovisor-bcc




BCC Puython Example

b = BPF(text=
)

while 1:
try:

(task, pid, cpu, flags, ts, msg) = b.trace_fields()
except ValueError:

continue
print( % (ts, task, pid, msg))



BCC Tools

tools/argdist: Display function parameter values as a histogram or frequency count. Examples.
tools/bashreadline: Print entered bash commands system wide. Examples.
tools/biolatency: Summarize block device 1/O latency as a histogram. Examples.
tools/biotop: Top for disks: Summarize block device 1/0 by process. Examples.
tools/biosnoop: Trace block device 1/0 with PID and latency. Examples.

tools/bitesize: Show per process I/O size histogram. Examples.

tools/bpflist: Display processes with active BPF programs and maps. Examples.
tools/btrfsdist: Summarize btrfs operation latency distribution as a histogram. Examples.
tools/btrfsslower: Trace slow btrfs operations. Examples.

tools/capable: Trace security capability checks. Examples.

tools/cachestat: Trace page cache hit/miss ratio. Examples.

tools/cachetop: Trace page cache hit/miss ratio by processes. Examples.

tools/cpudist: Summarize on- and off-CPU time per task as a histogram. Examples
tools/cpuunclaimed: Sample CPU run queues and calculate unclaimed idle CPU. Examples
tools/criticalstat: Trace and report long atomic critical sections in the kernel. Examples
tools/dbslower: Trace MySQL/PostgreSQL queries slower than a threshold. Examples.
tools/dbstat: Summarize MySQL/PostgreSQL query latency as a histogram. Examples.
tools/dcsnoop: Trace directory entry cache (dcache) lookups. Examples.

tools/dcstat: Directory entry cache (dcache) stats. Examples.

tools/deadlock_detector: Detect potential deadlocks on a running process. Examples.
tools/execsnoop: Trace new processes via exec() syscalls. Examples.

tools/ext4dist: Summarize ext4 operation latency distribution as a histogram. Examples.
tools/ext4slower: Trace slow ext4 operations. Examples.

tools/filelife: Trace the lifespan of short-lived files. Examples.

tools/fileslower: Trace slow synchronous file reads and writes. Examples.

tools/filetop: File reads and writes by filename and process. Top for files. Examples.
tools/funccount: Count kernel function calls. Examples.

tools/funclatency: Time functions and show their latency distribution. Examples.
tools/funcslower: Trace slow kernel or user function calls. Examples.
tools/gethostlatency: Show latency for getaddrinfo/gethostbynamel[2] calls. Examples.
tools/hardirgs: Measure hard IRQ (hard interrupt) event time. Examples.

tools/inject: Targeted error injection with call chain and predicates Examples.
tools/killsnoop: Trace signals issued by the kill() syscall. Examples.

tools/licstat: Summarize CPU cache references and misses by process. Examples.
tools/mdflush: Trace md flush events. Examples.

tools/mysqld_gslower: Trace MySQL server queries slower than a threshold. Examples.
tools/memleak: Display outstanding memory allocations to find memory leaks. Examples.
tools/nfsslower: Trace slow NFS operations. Examples.

tools/nfsdist: Summarize NFS operation latency distribution as a histogram. Examples.
tools/offcputime: Summarize off-CPU time by kernel stack trace. Examples.

tools/offwaketime: Summarize blocked time by kernel off-CPU stack and waker stack. Examples.

tools/oomkill: Trace the out-of-memory (OOM) killer. Examples.

tools/opensnoop: Trace open() syscalls. Examples.

tools/pidpersec: Count new processes (via fork). Examples.

tools/profile: Profile CPU usage by sampling stack traces at a timed interval. Examples.
tools/reset-trace: Reset the state of tracing. Maintenance tool only. Examples.
tools/runglat: Run queue (scheduler) latency as a histogram. Examples.

tools/runglen: Run queue length as a histogram. Examples.

tools/rungslower: Trace long process scheduling delays. Examples.

tools/shmsnoop: Trace System V shared memory syscalls. Examples.

tools/sofdsnoop: Trace FDs passed through unix sockets. Examples.

tools/slabratetop: Kernel SLAB/SLUB memory cache allocation rate top. Examples.
tools/softirgs: Measure soft IRQ (soft interrupt) event time. Examples.

tools/solisten: Trace TCP socket listen. Examples.

tools/sslsniff: Sniff OpenSSL written and readed data. Examples.

tools/stackcount: Count kernel function calls and their stack traces. Examples.
tools/syncsnoop: Trace sync() syscall. Examples.

tools/syscount: Summarize syscall counts and latencies. Examples.

tools/tcpaccept: Trace TCP passive connections (accept()). Examples.
tools/tcpconnect: Trace TCP active connections (connect()). Examples.
tools/tcpconnlat: Trace TCP active connection latency (connect()). Examples.
tools/tcpdrop: Trace kernel-based TCP packet drops with details. Examples.
tools/tcplife: Trace TCP sessions and summarize lifespan. Examples.

tools/tcpretrans: Trace TCP retransmits and TLPs. Examples.

tools/tcpstates: Trace TCP session state changes with durations. Examples.
tools/tcpsubnet: Summarize and aggregate TCP send by subnet. Examples.
tools/tcptop: Summarize TCP send/recv throughput by host. Top for TCP. Examples.
tools/tcptracer: Trace TCP established connections (connect(), accept(), close()). Examples.
tools/tplist: Display kernel tracepoints or USDT probes and their formats. Examples.
tools/trace: Trace arbitrary functions, with filters. Examples.

tools/ttysnoop: Watch live output from a tty or pts device. Examples.

tools/ucalls: Summarize method calls or Linux syscalls in high-level languages. Examples.
tools/uflow: Print a method flow graph in high-level languages. Examples.

tools/ugc: Trace garbage collection events in high-level languages. Examples.
tools/uobjnew: Summarize object allocation events by object type and nhumber of bytes allocated.
tools/ustat: Collect events such as GCs, thread creations, object allocations, exceptions and more
tools/uthreads: Trace thread creation events in Java and raw pthreads. Examples.
tools/vfscount tools/viscount.c: Count VFS calls. Examples.

tools/vfsstat tools/vfsstat.c: Count some VFS calls, with column output. Examples.
tools/wakeuptime: Summarize sleep to wakeup time by waker kernel stack. Examples.
tools/xfsdist: Summarize XFS operation latency distribution as a histogram. Examples.
tools/xfsslower: Trace slow XFS operations. Examples.

tools/zfsdist: Summarize ZFS operation latency distribution as a histogram. Examples.
tools/zfsslower: Trace slow ZFS operations. Examples.

100+ tTools


https://github.com/iovisor/bcc/blob/master/tools/argdist.py
https://github.com/iovisor/bcc/blob/master/tools/argdist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/bashreadline.py
https://github.com/iovisor/bcc/blob/master/tools/bashreadline_example.txt
https://github.com/iovisor/bcc/blob/master/tools/biolatency.py
https://github.com/iovisor/bcc/blob/master/tools/biolatency_example.txt
https://github.com/iovisor/bcc/blob/master/tools/biotop.py
https://github.com/iovisor/bcc/blob/master/tools/biotop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/biosnoop.py
https://github.com/iovisor/bcc/blob/master/tools/biosnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/bitesize.py
https://github.com/iovisor/bcc/blob/master/tools/bitesize_example.txt
https://github.com/iovisor/bcc/blob/master/tools/bpflist.py
https://github.com/iovisor/bcc/blob/master/tools/bpflist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/btrfsdist.py
https://github.com/iovisor/bcc/blob/master/tools/btrfsdist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/btrfsslower.py
https://github.com/iovisor/bcc/blob/master/tools/btrfsslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/capable.py
https://github.com/iovisor/bcc/blob/master/tools/capable_example.txt
https://github.com/iovisor/bcc/blob/master/tools/cachestat.py
https://github.com/iovisor/bcc/blob/master/tools/cachestat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/cachetop.py
https://github.com/iovisor/bcc/blob/master/tools/cachetop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/cpudist.py
https://github.com/iovisor/bcc/blob/master/tools/cpudist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/cpuunclaimed.py
https://github.com/iovisor/bcc/blob/master/tools/cpuunclaimed_example.txt
https://github.com/iovisor/bcc/blob/master/tools/criticalstat.py
https://github.com/iovisor/bcc/blob/master/tools/criticalstat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/dbslower.py
https://github.com/iovisor/bcc/blob/master/tools/dbslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/dbstat.py
https://github.com/iovisor/bcc/blob/master/tools/dbstat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/dcsnoop.py
https://github.com/iovisor/bcc/blob/master/tools/dcsnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/dcstat.py
https://github.com/iovisor/bcc/blob/master/tools/dcstat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/deadlock_detector.py
https://github.com/iovisor/bcc/blob/master/tools/deadlock_detector_example.txt
https://github.com/iovisor/bcc/blob/master/tools/execsnoop.py
https://github.com/iovisor/bcc/blob/master/tools/execsnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/ext4dist.py
https://github.com/iovisor/bcc/blob/master/tools/ext4dist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/ext4slower.py
https://github.com/iovisor/bcc/blob/master/tools/ext4slower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/filelife.py
https://github.com/iovisor/bcc/blob/master/tools/filelife_example.txt
https://github.com/iovisor/bcc/blob/master/tools/fileslower.py
https://github.com/iovisor/bcc/blob/master/tools/fileslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/filetop.py
https://github.com/iovisor/bcc/blob/master/tools/filetop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/funccount.py
https://github.com/iovisor/bcc/blob/master/tools/funccount_example.txt
https://github.com/iovisor/bcc/blob/master/tools/funclatency.py
https://github.com/iovisor/bcc/blob/master/tools/funclatency_example.txt
https://github.com/iovisor/bcc/blob/master/tools/funcslower.py
https://github.com/iovisor/bcc/blob/master/tools/funcslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/gethostlatency.py
https://github.com/iovisor/bcc/blob/master/tools/gethostlatency_example.txt
https://github.com/iovisor/bcc/blob/master/tools/hardirqs.py
https://github.com/iovisor/bcc/blob/master/tools/hardirqs_example.txt
https://github.com/iovisor/bcc/blob/master/tools/inject.py
https://github.com/iovisor/bcc/blob/master/tools/inject_example.txt
https://github.com/iovisor/bcc/blob/master/tools/killsnoop.py
https://github.com/iovisor/bcc/blob/master/tools/killsnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/llcstat.py
https://github.com/iovisor/bcc/blob/master/tools/llcstat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/mdflush.py
https://github.com/iovisor/bcc/blob/master/tools/mdflush_example.txt
https://github.com/iovisor/bcc/blob/master/tools/mysqld_qslower.py
https://github.com/iovisor/bcc/blob/master/tools/mysqld_qslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/memleak.py
https://github.com/iovisor/bcc/blob/master/tools/memleak_example.txt
https://github.com/iovisor/bcc/blob/master/tools/nfsslower.py
https://github.com/iovisor/bcc/blob/master/tools/nfsslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/nfsdist.py
https://github.com/iovisor/bcc/blob/master/tools/nfsdist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/offcputime.py
https://github.com/iovisor/bcc/blob/master/tools/offcputime_example.txt
https://github.com/iovisor/bcc/blob/master/tools/offwaketime.py
https://github.com/iovisor/bcc/blob/master/tools/offwaketime_example.txt
https://github.com/iovisor/bcc/blob/master/tools/oomkill.py
https://github.com/iovisor/bcc/blob/master/tools/oomkill_example.txt
https://github.com/iovisor/bcc/blob/master/tools/opensnoop.py
https://github.com/iovisor/bcc/blob/master/tools/opensnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/pidpersec.py
https://github.com/iovisor/bcc/blob/master/tools/pidpersec_example.txt
https://github.com/iovisor/bcc/blob/master/tools/profile.py
https://github.com/iovisor/bcc/blob/master/tools/profile_example.txt
https://github.com/iovisor/bcc/blob/master/tools/reset-trace.sh
https://github.com/iovisor/bcc/blob/master/tools/reset-trace_example.txt
https://github.com/iovisor/bcc/blob/master/tools/runqlat.py
https://github.com/iovisor/bcc/blob/master/tools/runqlat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/runqlen.py
https://github.com/iovisor/bcc/blob/master/tools/runqlen_example.txt
https://github.com/iovisor/bcc/blob/master/tools/runqslower.py
https://github.com/iovisor/bcc/blob/master/tools/runqslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/shmsnoop.py
https://github.com/iovisor/bcc/blob/master/tools/shmsnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/sofdsnoop.py
https://github.com/iovisor/bcc/blob/master/tools/sofdsnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/slabratetop.py
https://github.com/iovisor/bcc/blob/master/tools/slabratetop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/softirqs.py
https://github.com/iovisor/bcc/blob/master/tools/softirqs_example.txt
https://github.com/iovisor/bcc/blob/master/tools/solisten.py
https://github.com/iovisor/bcc/blob/master/tools/solisten_example.txt
https://github.com/iovisor/bcc/blob/master/tools/sslsniff.py
https://github.com/iovisor/bcc/blob/master/tools/sslsniff_example.txt
https://github.com/iovisor/bcc/blob/master/tools/stackcount.py
https://github.com/iovisor/bcc/blob/master/tools/stackcount_example.txt
https://github.com/iovisor/bcc/blob/master/tools/syncsnoop.py
https://github.com/iovisor/bcc/blob/master/tools/syncsnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/syscount.py
https://github.com/iovisor/bcc/blob/master/tools/syscount_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpaccept.py
https://github.com/iovisor/bcc/blob/master/tools/tcpaccept_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpconnect.py
https://github.com/iovisor/bcc/blob/master/tools/tcpconnect_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpconnlat.py
https://github.com/iovisor/bcc/blob/master/tools/tcpconnlat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpdrop.py
https://github.com/iovisor/bcc/blob/master/tools/tcpdrop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcplife.py
https://github.com/iovisor/bcc/blob/master/tools/tcplife_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpretrans.py
https://github.com/iovisor/bcc/blob/master/tools/tcpretrans_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpstates.py
https://github.com/iovisor/bcc/blob/master/tools/tcpstates_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcpsubnet.py
https://github.com/iovisor/bcc/blob/master/tools/tcpsubnet_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcptop.py
https://github.com/iovisor/bcc/blob/master/tools/tcptop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tcptracer.py
https://github.com/iovisor/bcc/blob/master/tools/tcptracer_example.txt
https://github.com/iovisor/bcc/blob/master/tools/tplist.py
https://github.com/iovisor/bcc/blob/master/tools/tplist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/trace.py
https://github.com/iovisor/bcc/blob/master/tools/trace_example.txt
https://github.com/iovisor/bcc/blob/master/tools/ttysnoop.py
https://github.com/iovisor/bcc/blob/master/tools/ttysnoop_example.txt
https://github.com/iovisor/bcc/blob/master/tools/lib/ucalls.py
https://github.com/iovisor/bcc/blob/master/tools/lib/ucalls_example.txt
https://github.com/iovisor/bcc/blob/master/tools/lib/uflow.py
https://github.com/iovisor/bcc/blob/master/tools/lib/uflow_example.txt
https://github.com/iovisor/bcc/blob/master/tools/lib/ugc.py
https://github.com/iovisor/bcc/blob/master/tools/lib/ugc_example.txt
https://github.com/iovisor/bcc/blob/master/tools/lib/uobjnew.py
https://github.com/iovisor/bcc/blob/master/tools/lib/ustat.py
https://github.com/iovisor/bcc/blob/master/tools/lib/uthreads.py
https://github.com/iovisor/bcc/blob/master/tools/lib/uthreads_example.txt
https://github.com/iovisor/bcc/blob/master/tools/vfscount.py
https://github.com/iovisor/bcc/blob/master/tools/vfscount.c
https://github.com/iovisor/bcc/blob/master/tools/vfscount_example.txt
https://github.com/iovisor/bcc/blob/master/tools/vfsstat.py
https://github.com/iovisor/bcc/blob/master/tools/vfsstat.c
https://github.com/iovisor/bcc/blob/master/tools/vfsstat_example.txt
https://github.com/iovisor/bcc/blob/master/tools/wakeuptime.py
https://github.com/iovisor/bcc/blob/master/tools/wakeuptime_example.txt
https://github.com/iovisor/bcc/blob/master/tools/xfsdist.py
https://github.com/iovisor/bcc/blob/master/tools/xfsdist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/xfsslower.py
https://github.com/iovisor/bcc/blob/master/tools/xfsslower_example.txt
https://github.com/iovisor/bcc/blob/master/tools/zfsdist.py
https://github.com/iovisor/bcc/blob/master/tools/zfsdist_example.txt
https://github.com/iovisor/bcc/blob/master/tools/zfsslower.py
https://github.com/iovisor/bcc/blob/master/tools/zfsslower_example.txt
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dcstat dcsnoop ustat uthreads
mountsnoop | execsnoop
VAN Applications l pidpersec
| |
vy °PP v
cpudist
trace \ System Libraries 4 / runglat runglen
. deadlock detector
:zg:z:ﬁnt \ ¥ System Call Interface ¥ rd / cpuunclaimed
funcslower VFS Sockets Scheduler‘ of fcputime
funclatency . uti
A a File Systems TCP/UDP , wakeuptime
profile Volume Manager IP Virtual \ offwaketime
Block Device Interface Ethernet Memory V\\ softirgs
v f 4 Device Drivers oomkill memleak
mdflush I slabratetop
btrfsdist hardirgs ttysnoop
btrfsslower , DRAM
extd4dist extdslower teptop teplife tcptracer
. tcpconnect tcpaccept
fsdist xfssl
}z{f:di:t :f::]_zzzz tcpconnlat tcpretrans llcstat —>
: CPU
biotop biosnoop profile ——»
biolatency bitesize







bpttrace: high—-level
Tracing language

# Files opened by process
bpftrace -e 'tracepoint:syscalls:sys_enter_open { printf("%s %s\n", comm,
str(args->filename)); }°

# Syscall count by syscall
bpftrace -e 'tracepoint:syscalls:sys_enter_*x { @[probe] = count(); }'

# Syscall count by process
bpftrace -e 'tracepoint:raw_syscalls:sys_enter { @[pid, comm] = count(); }'

# Read size distribution by process:
bpftrace -e 'tracepoint:syscalls:sys_exit_read { @[comm] = hist(args->ret); }'

# Disk size by process
bpftrace -e 'tracepoint:block:block _rq_issue { printf("%sd %s %d\n", pid, comm,
args->bhytes); }'

# Pages paged in by process
bpftrace -e 'software:major-faults:1 { @ comm] = count(); }'

# Page faults by process
bpftrace -e 'software:faults:1 { @[comm] = count(); }'



bpftrace Probe Types

Dynamic Tracing tracepolnt . Static Tracing syscalls hardware:
extd sock sched -
Operating System cpu-cycles
P it / t§5k instructions
uprobe: Applications / / i}gnal branch-*
imer frontend-*
uretprobe:
k -
usdt: System Librarie; / workqueue backend-*
System Call Interface / y CPU l
T VES Sockets ¥ | schedulor / Interconnect oy | bus
kprobe: Y File Systems TCP/UDP | A Kmem 1
kretprobe: | 4, Volume Manager IP Virtual <—- vmscan Memory
Block Device Interface Ethernet 4 Memory, | writeback Bus
Device Drivers
,/ .. DRAM
jbd2 f net 1rq f
block scsi skb
cache-*
BEGIN software: cpu-clock page-faults profile:
END cs migrations minor-faults interval:

Special Events

major-faults

Timed Events
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Who is using BPF2
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Camn I run 11T anuwherea??

& Hope
dKernel version matters

*Architecture also matters



How can I leverage
BPF=

#llse existing project powered by
BPF

* Observabiliiy: b tools,
bpfitrace

* Load balancer: Katran
& What about GUIZ
*sEarly stages, no tools availlable

dHelp us write some D



Duestions?



